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e Whatis Zowe?

» Who is the target audience for using Zowe?
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* How is access security managed on z/0S?

» How is access to the Zowe open source managed?

e How do I getinvolved in the open source development?

e Where can | submit an idea for a future enhancement to Zowe?

» When will Zowe be completed?



Can | try Zowe without a z/OS instance?
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Why might | use Zowe CLI versus a traditional ISPF interface to perform mainframe tasks?
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Where can | use the CLI?

Which method should | use to install Zowe CLI?

How can | get Zowe CLI to run faster?

How can | manage profiles for my projects and teams?

Does Zowe CLI support multi-factor authentication (MFA)?

How can | get help with using Zowe CLI?

How can | use Zowe CLI to automate mainframe actions?

How can | contribute to Zowe CLI?

* Zowe Explorer FAQ

Why might | use Zowe Explorer versus a traditional ISPF interface to perform mainframe tasks?
How can | get started with Zowe Explorer?

Where can | use Zowe Explorer?

How do | get help with using Zowe Explorer?

How can | use Secure Credential Storage for Zowe Explorer?

What if Secure Credential Storage does not work in my environment?

What if | do not want Zowe Explorer to store my credentials?

What types of profiles can | create for Zowe Explorer?

Does Zowe Explorer support multi-factor authentication (MFA)?

Is it possible to change the detected language of a file or data set opened in Zowe Explorer?
How can | use FTP as my back-end service for Zowe Explorer?

How can | contribute to Zowe Explorer?

e Zowe Explorer plug-in for Intelli] IDEA FAQ

Why would | use the plug-in versus a traditional ISPF interface to perform mainframe tasks?
How can | get started with Zowe Explorer plug-in for Intelli] IDEA?

Where can | use Zowe Explorer plug-in for Intelli] IDEA?

How do | get help with using Zowe Explorer plug-in for Intelli) IDEA?

How can | contribute to Zowe Explorer plug-in for Intelli] IDEA?

e Zowe glossary

* All Core Zowe Projects

Zowe API Mediation Layer (APl ML)
« API Catalog

+ API Discovery Service

e API Gateway

¢ Caching Service

Zowe Application Framework
Zowe CLI

Zowe client projects

Zowe Client SDKs

Zowe Explorer

Zowe server components

e Zowe Systems Services Server (ZSS)

¢ Architecture and other components

+ Configuration Manager
e Core component



Explorer

Extension

Imperative CLI Framework

Plug-in

Secure credential store

Service

Team configuration

Web Explorers

Versions

ZIS (Zowe Interprocess Services)
zLUX (V1 only)

Zowe App Server

Zowe Chat

Zowe Component

Zowe Desktop

Zowe Embedded Browser for RMF/SMF and APIs (ZEBRA)
Zowe install packaging

Zowe Explorer plug-in for Intelli) IDEA
Zowe Launcher

e Community

Open Mainframe Project (OMP)
Squad
Technical Steering Committee (TSC)

Zowe Conformance Program

* Installation and configuration

Base profile

Convenience build
Extension directory

Log directory

OMVS

Parent profile

Runtime directory

Service profile

SMP/E

SMP/E with z/OSMF workflow
Started task (STC)
Workspace directory

Zowe configuration file
Zowe instance directory (V1 only)
Zowe runtime

Sample library

ZWEADMIN

ZWESIUSR

ZWESVUSR

¢ Plug-ins and extensions
e APl Mediation Layer

API Catalog

e Zowe Application Framework



3270 Terminal
File Tree

e |IP Explorer
e JES Explorer
e MVS (Multiple Virtual Storage) Explorer
e USS Explorer
e Virtual (VT) Terminal
e Zowe Editor
e Zowe CLI Extensions
e IBM® CICS® Plug-in for Zowe CLI
e IBM® Db2® Plug-in for Zowe CLI
Use and development
e API Mediation Layer
e Micronaut Enabler
¢ Node.js Enabler
+ Plain Java Enabler (PJE)
e Sprint Boot Enablers
e Zowe Application Framework
e Accessing the Desktop
* App2App
+ Config Service

Zowe learning resources

Blogs

Videos

Webinars

Community

e Join us on Slack

e Learn more about the community

e Connect with the community through meetings
Training

e Courses

Important updates in Zowe V3

APl Mediation Layer (API ML)
» Breaking changes

e Important API ML updates
Application Framework

e Breaking changes

CLI

e Breaking changes

e Pre-release availability
Application Framework

e Breaking changes
Explorer for Intellij IDEA

e Important updates
Explorer for Visual Studio Code
e Breaking changes

e Important updates

* Pre-release availability



Installation and Packaging
e Breaking changes

e Important updates
ZSS

e Breaking changes

Zowe V3 FAQs

Extender questions

» API Mediation Layer

e Zowe Explorer for Visual Studio Code

e Zowe Application Framework, ZSS

e Zowe System Installation and Configuration
User questions

e Zowe APl Mediation Layer

Zowe V3 Office Hours

Zowe V3 conformance criteria

Zowe APl Mediation Layer
Zowe CLI

Zowe Explorer

Zowe Application Framework
Support providers

Migrating from Zowe Vx to Zowe V3

L]

Upgrade from Convenience Build to PSWI or SMP/E installation

Upgrading to the latest version of Zowe v2 (v2.18)
e Migrating from Zowe v2.16.0 or Lower
e Migrating from Zowe v2.15.0 or Lower
» Migrating from Zowe v2.10.0 or Lower
e Migrating from Zowe v2.9.0 or Lower
e Migrating from Zowe v2.3.0 or Lower
» Migrating from Zowe v1
V3 Prerequisite Changes
System and Security Changes
Configuration changes
 New Configuration
e Updated Configuration Parameters
* Keyrings
+ Gateway z/OSMF service configuration
e Caching Service
e ZSS Server
e Deprecated Settings

Prerequisites before upgrade

Installing Zowe via PSWI or SMP/E

e PSWI Installation (Portable Software Instance)
e SMP/E Installation

Configuring to the same or newer version

* Upgrade to the same version

e Upgrade to a newer version

Switching between Zowe versions

Validating after upgrade



Important updates in Zowe V2
Zowe V2 FAQs
e Where can | find the V1 and V2 LTS conformance criteria?
+ Whats the difference between "server.json" and "example-zowe.yaml"?
* What are the new default ports?
e How do | access Zowe through the APl Mediation Layer in V2?7
* What new frameworks are supported in V2?7
« Why aren't the explorers appearing on my desktop anymore?
Zowe V2 Office Hours
+ Office hours for Zowe extenders
e General information
e Zowe component updates
e Installation and V2 conformance
« Office hours for Zowe consumers
e Zowe component updates
Migrating from Zowe V1 to Zowe V2
e Component manifest
+ Lifecycle scripts
¢ Environment variables
* Packaging one component deliverable for both Zowe v1 and v2
Zowe conformance and release compatibility
* Backward compatibility
e Forward compatibility
* Conformance compatibility
* Need help?
Zowe CLI quick start
Installing Zowe
Zowe server-side installation overview
e Zowe runtime
e The Zowe Cross Memory Server (ZIS)
* Roles and responsibilities for server-side component installation
e Security administrator
e Storage administrator
e Network administrator
e System programmer
+ End-to-end installation
+ Stage 1: Prepare for installation
+ Stage 2: Installing the Zowe z/0S runtime
¢ Stage 3: Configuring the Zowe z/0OS runtime
* Stage 4: (Optional) Customizing the configuration
+ Stage 5: (Optional) Installing and managing extensions
* How to troubleshoot problems with the installation
¢ Next step
Preparing for installation
* Key concepts in Zowe server-side installation
¢ z/0OS UNIX System Services (USS)
e Runtime directory
+ Topology of the Zowe z/OS launch process



¢ Runtime directory
e zwe command
» Zowe started tasks
¢ z/0OS Data sets used by Zowe
e Zowe configuration file (zowe.yaml)
e Workspace directory
e Log directory
» Keystore directory
+ Extension directory
¢ Next step
Zowe z/OS components installation checklist
¢ Preparing for installation
+ Installing the Zowe z/0OS runtime
« Configuring Zowe z/OS Components
+ Configuring security
* Configuring certificates
* Configuring the Zowe cross memory server (ZIS)
+ Configuring High Availability (optional)
e Starting and Stopping Zowe
* \Verifying Zowe installation on z/OS
Addressing z/OS requirements
e 7/0OS system requirements
e z/0OS
¢ Mainframe Resources Consumption
* Resource consumption during Zowe startup
e Resource consumption when Zowe is idling
e Node.js
e Java
¢ Zz/OSMF (Optional)
Addressing Node.js requirements
e Supported Node.js versions
« How to obtain IBM SDK for Node.js - z/OS
+ Hardware and software prerequisites
« Installing the PAX edition of Node.js - z/OS
+ Installing the SMP/E edition of Node.js - z/OS
Addressing security requirements
¢ Tasks performed by your security administrator
e Assign security permissions to users
(Recommended) Addressing authentication requirements
e Multi-Factor Authentication (MFA)
« Single Sign On (SSO)
* API Mediation Layer OIDC Authentication
Addressing UNIX System Services (USS) Requirements
e What is USS?
e Setting up USS for the first time
* Language environment
¢ OMVS segment
* Address space region size



¢ Temporary files management
 How to customize temporary files
e Customizing temporary files in STC
e Customizing temporary files in zowe.yaml
Addressing storage requirements
* Installing Zowe Server Runtime
e Installing with SMP/E
¢ Memory requirements for APl Mediation Layer
e JVM Memory
e Customizing memory limits in Zowe API Mediation Layer
o Setting a direct memory buffer limit
e Establishing a fixed thread pool
Addressing network requirements
¢ Component Ports
+ Application Server Jobname for Port
* Caching Service Infinispan ports
* [P Addresses
Addressing browser requirements
e Zowe Desktop requirements (client PC)
* Browser limitations in API Catalog
Installing Zowe via Zowe Server Install Wizard
* Benefits of Wizard installation
¢ Prerequisites of the Wizard
+ Downloading the Wizard
* Installing Zowe server-side components
e Connecting the Wizard to z/OS
e Setting z/OSMF Attributes
¢ Choosing the Server Installation Type
* Configuring the Zowe Server
¢ Final Review
Troubleshooting Zowe Server Install Wizard
e Failure to establish a TLS connection
+ Unable to continue with Wizard installation
* Unable to save setting to zowe.yaml via the Wizard's Ul or editor
Installing Zowe SMP/E overview
e End-to-end installation diagram
e Zowe FMIDs
e Program materials
e Basic machine-readable material
e Program source materials
e Publications useful during installation
e Program support
+ Statement of support procedures
¢ Program and service level information
* Program level information
e Service level information
+ Installation requirements and considerations
e Driving system requirements



e Driving system machine requirements
e Driving system programming requirements
e Target system requirements
¢ Target system machine requirements
+ Target system programming requirements
e DASD storage requirements
e FMIDs deleted
+ Installing Zowe via SMP/E instructions
e« SMP/E considerations for installing Zowe
e SMP/E options subentry values
* Overview of the installation steps
+ Download and unzip the Zowe SMP/E package
+ Allocate the file system to hold the download package
» Upload the download package to the host
e Extract and expand the compressed SMPMCS and RELFILEs
e GIMUNZIP
o Customize sample installation jobs
e ZWE2RCVE
e ZWE1SMPE and ZWE4ZFS
e ZWEMKDIR, ZWE1SMPE, ZWE2RCVE, ZWE3ALOC, ZWE4ZFS and ZWE5MKD
¢ Create SMP/E environment (Optional)
e Perform SMP/E RECEIVE
e Allocate SMP/E target and distributions libraries
+ Allocate, create and mount ZSF files (Optional)
e Allocate z/OS UNIX paths
e Create DDDEF entries
e Perform SMP/E APPLY
* Sample APPLY commands
e Perform SMP/E ACCEPT
e Run REPORT CROSSZONE
» Cleaning up obsolete data sets, paths, and DDDEFs
* Activating Zowe
» File system execution
e Zowe customization
e Installing Zowe via z/OSMF from PSWI and SMP/E workflow
¢ 7/0OS requirements for z/OSMF configuration
e Addressing z/OSMF requirements
+ Configure z/OSMF
» Configure z/OSMF security
+ Confirm that the installer has read, create, update, and execute privileges in z/OS
¢ Address USS requirements
+ Configure SMP/E Internet Service Retrieval
e Configuring z/OSMF
* z/OSMF REST services for Zowe clients
+ Configuring z/OSMF to properly work with API ML
e Disable Cache in z/OSMF
e Configuring z/OSMF Lite (for non-production use)
¢ Introduction



Assumptions

Software Requirements

e Minimum Java level
¢« WebSphere® Liberty profile (z/OSMF V2R3 and later)
e System settings

e Web browser

Creating a z/OSMF nucleus on your system
e Running job IZUNUSEC to create security

e Running job IZUMKFS to create the z/OSMF user file system

Before you begin
Procedure
Results

Common errors

Before you begin
Procedure
Results

Common errors

¢ Copying the IBM procedures into JES PROCLIB

Before you begin
Procedure
Results

Common errors

e Starting the z/OSMF server

Before you begin
Procedure
Results

e Accessing the z/OSMF Welcome page

Before you begin
Procedure
Results

Common errors

e Mounting the z/OSMF user file system at IPL time

Before you begin
Procedure
Results

Adding the required REST services
e Enabling the z/OSMF JOB REST services

Procedure
Results
Common errors

e Enabling the TSO REST services

Before you begin
Procedure
IZUTSSEC
Results

e Enabling the z/OSMF data set and file REST services

Before you begin
Procedure



e Results
e Common errors
e Enabling the z/OSMF Workflow REST services and Workflows task Ul
+ Before you begin
e Procedure
e Results
* Troubleshooting problems
e Common problems and scenarios
¢ System setup requirements not met
e Tools and techniques for troubleshooting
e Common messages
¢ Appendix A. Creating an IZUPRMxx parmlib member
* Appendix B. Modifying IZUSVR1 settings
* Appendix C. Adding more users to z/OSMF
+ Before you Begin
e Procedure
e Results
Installing Zowe from a Portable Software Instance
¢ End-to-end installation diagram
e Prerequisites
e Procedure
Acquiring a z/OSMF Portable Software Instance
+ Download the Portable Software Instance from Zowe Downloads
+ Register Portable Software Instance in z/OSMF
Installing Product Software Using z/OSMF Deployments
¢ Prerequisite - Define a new deployment
* Installing process
¢ Recommendations
¢ Cleanup
» Resources
Installing Zowe SMP/E build with z/OSMF workflow
¢ Activating Zowe
» File system execution
e Zowe customization
Installing the z/OS Build via Convenience Build (PAX file)
¢ Introduction
e End-to-end installation diagram
+ Step 1: Obtain the convenience build
e Step 2: Transfer the convenience build to USS and expand it
¢ Step 3: (Optional) Add the zwe command to your PATH
e Step 4: Copy the zowe.yaml configuration file to preferred location
* Step 5: Install the MVS data sets
e About the MVS data sets
e Procedure
¢ Next steps
Installing Zowe via a containerization build (PAX file)
¢ End-to-end container installation
» Stage 1: Plan and prepare for the installation
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e Stage 2: Download Zowe containers

e Stage 3 & 4: Install and configure Zowe containers
e Stage 5: Start Zowe containers

¢ (Optional) Stage 6: Monitor Zowe containers
Known limitations

Preparing for Zowe server containers installation

Kubernetes cluster
kubectl tool

Downloading and installing Zowe containers

L]

Downloading

» Downloading configuration samples
e Downloading container images
Installing

Upgrading

Configuring Zowe containers

L]

1. Create namespace and service account
Verification

2. Create Persistent Volume Claim (PVC)

» Verification

3. Create and modify ConfigMaps and Secrets
¢ \Verification

4. Expose APl Mediation Layer components
* 4a. Create service
+ Defining api-catalog service
* Applying Gateway Service
e Applying Discovery service
e 4b. Create Ingress (Bare-metal)
e 4c. Create Route (OpenShift)

Customizing or manually creating ConfigMaps and Secrets

PodDisruptionBudget
HorizontalPodAutoscaler
Kubernetes v1.21+

Starting, stopping, and monitoring Zowe containers

Starting Zowe containers

¢ Port forwarding (for minikube only)

Verifying Zowe containers

Monitoring Zowe containers

e Monitoring Zowe containers via Ul

e Monitoring Zowe containers via CLI
Stopping, pausing or removing Zowe containers

Configuring Overview

L]

Configuring Zowe runtime

Configuring the z/OS system for Zowe

Assigning security permissions

Configuring the Zowe cross memory server (ZWESISTC)

Initializing Zowe z/0OS runtime

Initialize Zowe manually using zwe init command group
Configure Zowe with z/OSMF workflows



Configuring Zowe with zwe init
¢ About the zwe init command
e zwe init arguments
e Zowe initilization command
¢ Next steps
zwe init subcommand overview
¢ Initializing Zowe custom data sets (zwe init mvs)
e Procedure to initialize Zowe custom data sets
« Initializing Zowe security configurations (zwe init security)
* Performing APF authorization of load libraries (zwe init apfauth)
* Configuring Zowe to use TLS certificates (zwe init certificate)
+ Installing Zowe main started tasks (zwe init stc)
* (Deprecated) Creating VSAM caching service datasets (zwe init vsam)
¢ Next steps
Configuring Zowe via JCL
+ Core Tasks
o Keyring Tasks
* (Deprecated) Caching Service VSAM Task
Configuring APl ML with z/OSMF Workflows
¢ Prerequisites
* Overview of Stand-alone Zowe API ML Configuration workflow
* Executing Stand-alone Zowe APl ML Configuration workflow from PSWI
e Sequence to execute each workflow step
e Define variables
» Create configuration
e Perform Zowe Installation
¢ Schema information and next steps
Configuring Zowe with z/OSMF Workflows
¢ Prerequisites
* Overview of Full Zowe server-side configuration for Zowe 3.0 workflow
* Executing Full Zowe server-side configuration for Zowe 3.0 workflow from PSWI
e Define variables
e Sequence to execute steps and sub-steps in the workflow
» Create configuration
e Perform Zowe installation
e Schema information and next steps
Configuring security
+ Validate and re-run zwe init commands
* Initialize Zowe security configurations
e Perform APF authorization of load libraries
¢ Customize security of your z/OS system
* Assign security permissions to users
e Zowe Feature specific configuration tasks
¢ Next steps
Performing APF authorization of load libraries
e Making APF auth be part of the IPL
Customizing z/OS system security
» Configure address space job naming



¢ Configure multi-user address space (for TSS only)
e Configure user IDs and groups for the Zowe started tasks
e Configure ZWESLSTC to run Zowe high availability instances under ZWESVUSR user ACID
e Multi-Factor Authentication (MFA)
» Configure main Zowe server to use client certificate identity mapping
e Configure main Zowe server to use distributed identity mapping
¢ Configure the main Zowe server to issue SMF records
» API Mediation Layer OIDC Authentication
+ Configure security environment switching
¢ Single Sign-On (SS0)
» Configure signed SAF Identity tokens (IDT)
¢ Configure an ICSF cryptographic services environment
e Configure the cross memory server for SAF
Assigning security permissions to users
¢ Overview of user categories and roles
* Security Permissions Reference Table
e Granting users permission to access z/OSMF
¢ Next step
Configuring certificates
e Certificate concepts
e Keystore
e Truststore
e PKCS12
e z/0S key ring
e Server certificate
e Client certificate
o Self-signed certificates
o Certificate verification
e DISABLED verification
* NON-STRICT verification
e STRICT verification
e Zowe certificate requirements
e Extended key usage
» Supported algorithm
e Hosthame validity
e 7z/OSMF access
o Certificate setup type
¢ File-based (PKCS12) certificate setup
e z/0OS key ring-based certificate setup
¢ Next steps: Creating or importing certificates to Zowe
Zowe certificates configuration questionnaire
o Certificate configuration questionnaire
¢ Next steps
Certificate configuration scenarios
« *What is a valid certificate in Zowe?
+ Considerations for certificate scenario selection
e Scenario 1: Use a file-based (PKCS12) keystore with Zowe generated certificates
e Scenario 2: Use a file-based (PKCS12) keystore and import a certificate generated by another CA



e Scenario 3: Use a z/0S keyring-based keystore with Zowe generated certificates
e Scenario 4: Use a z/0S keyring-based keystore and connect to an existing certificate
e Scenario 5: Use a z/0OS keyring-based keystore and import a certificate stored in a data set
Importing and configuring a certificate
* Importing an existing PKCS12 certificate
¢ Importing a certificate Authority (CA)
e Manually importing a certificate authority into a web browser
e Importing commands according to your operating system
e Importing a local CA certificate on Linux
* Importing an existing JCERACFKS certificate
* Importing a certificate stored in an MVS data set into a Zowe key ring
¢ Next steps
Generating a certificate
e Creating a PKCS12 keystore
e Configure the PKCS12 setup section in zowe.yaml
e Run the command to generate a PKCS12 keystore
* Next steps after PKCS12 setup
¢ Creating a JCERACFKS certificate
e Configure the JCERACFKS setup section in zowe.yaml
e Run the command to generate a JCERACFKS certificate
¢ Next steps after JCERACFKS setup
Using certificates
¢ Use PKCS12 certificates
¢ Use JCERACFKS certificates
Setting up Zowe certificates using workflows
Customizing Native TLS
e Server Parameters
e |P Addresses
e TLS Versions
e TLS Ciphers
o Client parameters
¢ Default and example
Enabling AT-TLS
e AT-TLS configuration for Zowe
e Limitations when using AT-TLS with ICSF Hardware keyring
e Prevent API ML from reading the private key
e Use an alternative non-hardware keyring
e AT-TLS rules
e Inbound rules
e Outbound rules
e Qutbound rule for zZOSMF
e Qutbound rule for communication between Zowe core components
¢ Outbound rule for communication between APl Gateway and extensions' servers
¢ Outbound rule for services that validate tokens against the APl Mediation Layer
o Ciphers
e Using AT-TLS for API ML in High Availability
* Multi-tenancy deployment
e AT-TLS Troubleshooting



e The message This combination of port requires SSL is thrown when accesing an APl ML service through a
Browser

e AT-TLS rules are not applied

+ Non matching ciphers / protocols

» Additional troubleshooting

Full example of AT-TLS configuration

Configuring the Zowe cross memory server (ZIS)
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PDS sample library and PDSE load library
Load module
e APF authorize

» Configuring using zwe init apfauth
+ Key 4 non-swappable
PARMLIB
PROCLIB
SAF configuration
Zowe auxiliary service
» Installing the auxiliary service

e Zowe Auxiliary Address space
Summary of cross memory server installation
Starting and stopping the cross memory server on z/0S
Troubleshooting
Next step

Configuring high availability (optional)

Enable high availability when Zowe runs in Sysplex
e Known limitations
Enable high availability when Zowe runs in Kubernetes

Configuring Sysplex for high availability

Sysplex environment requirements
Configuring Sysplex Distributor

Configuring z/OSMF for high availability in Sysplex

Sysplex environment requirements

Setting up z/OSMF nucleus

e Requirements of z/OSMF HA parmlib member in Sysplex
Configuring z/OSMF for high availability

Configuring the Caching Service for high availability

L]

inMemory
Infinispan

VSAM (Deprecated)
Redis

Starting and stopping Zowe

L]

Starting and stopping the cross memory server ZWESISTC on z/0S

Starting and stopping the cross memory auxiliary server ZWESASTC on z/0S

Starting and stopping Zowe main server ZWESLSTC on z/0OS with zwe server command
Starting and stopping Zowe main server ZWESLSTC on z/OS manually

Stopping and starting a Zowe component without restarting Zowe main server

Verifying Zowe installation on z/OS

L]

Verifying Zowe Application Framework installation
Verifying API Mediation Layer installation



+ \Verifying z/OS Services installation
+ Advanced API Mediation Layer Configuration
e Enabling Single-Service deployment of APl Mediation Layer
* Architecture
¢ Limitations
¢ Breaking Changes
e Update network configuration
» Update log prefix
e Update AT-TLS rules
+ Enable single-service deployment of APl Mediation Layer
* Roll back changes from single to multi-service deployment
¢ Planned updates to single-service deployment mode
+ Enabling single sign on for clients
* Enabling single sign on for clients via X.509 client certificate configuration
* General prerequisites
* Configure Internal APl ML Mapper
* Configure ZSS
¢ Prerequisites for ZSS
e Enabling zowe.yaml to use an X.509 client certificate
e Enabling single sign on for clients via Personal Access Token configuration
¢ Prerequisite using the Caching Service
* Enabling Personal Access Tokens
e Enabling single sign on for clients via JSON Web Token (JWT) configuration
¢ Using SAF as an authentication provider
* Enabling a JWT refresh endpoint
e Authorization
* Additional customizable properties when using JWTs
+ Enabling single sign on for extending services
e Enabling single sign on for extending services via JSON Web Token (JWT) configuration
* Adding a custom HTTP Auth header to store Zowe JWT
+ Enabling single sign on for extending services via PassTicket configuration
¢ Overview of PassTickets
* Configuring Zowe to use PassTickets
» Enabling the use of PassTickets in your External Security Manager (ESM)
e Enabling PassTickets with ACF2
+ Enabling PassTickets with Top Secret
e Enabling PassTickets with RACF
¢ Configuring security to allow Zowe APl Gateway to generate PassTickets for an API service
* Generating PassTickets using ACF2
* Generating PassTickets using Top Secret
¢ Generating PassTickets using RACF
» Verifying your PassTicket Application
e Verifying PassTickets using ACF2
» Verifying PassTickets using Top Secret
» Verifying PassTickets using RACF
¢ (Optional) Adding custom HTTP Auth headers to store user ID and PassTicket
e Customizing routing behavior
e Configuring routing in a multi-tenant environment



Customizing Cross-Origin Resource Sharing (CORS)
Using encoded slashes
Customizing Gateway retry policy
Configuring a unique cookie name for a specific APl ML instance
Retrieving a specific service within your environment
¢ Output a routed instance header
Distributing the load balancer cache
Setting a consistent service ID
Customizing management of API ML load limits
Customizing connection limits
e TCP/IP Connection Limits
¢ Websocket Limits
Customizing Gateway timeouts
Customizing Gateway rate limiter
Customizing Java Heap sizes
¢ Recommendation
Configuring authorization for API ML
Limiting access to information or services in the API Catalog
+ Hide service information
Configuring SAF resource checking
¢ SAF Resource Checking Providers
e Setting the native provider to perform SAF resource check (Default setting)
e Setting the endpoint provider to perform SAF resouce check
¢ Setting the dummy provider to perform SAF resource check
Configuring Health Check Protection
¢ Environment Recommendations
Configuring an authentication provider for APl Mediation Layer
e 7/OSMF Authentication Provider
¢ SAF Authentication Provider
Using Infinispan as a storage solution through the Caching Service
¢ Understanding Infinispan
e Infinispan replica instances
* Infinispan configuration
Using VSAM as a storage solution through the Caching service **Deprecated**
* Understanding VSAM
e VSAM configuration
e VSAM performance
Using Redis as a storage solution through the Caching service
* Understanding Redis
e Redis replica instances
e Redis Sentinel
e Redis SSL/TLS
* Redis and Lettuce
* Redis configuration
Customizing the API Catalog Ul
* API Catalog branding
* Replace or remove the Catalog with another service
Customizing Zowe APl Mediation Layer logging



+ Default logging configuration file
e Customization example
Configuring initial APl Mediation Layer startup message for SYSLOG
Zowe Configuration Manager
* Validation error reporting
e Example
¢ JSON-Schema validation
e Splitting configuration into multiple storage types
e Parmlib support
+ Configuration templates
» Template functions
e Using System Properties in Templates
o std
e Z0S
+ Configuration Manager Unix executable
Server Component and Extension Management
* Installing a component
+ Enable and disable component
e Limiting Zowe to specific service groups
¢ Upgrading a component
+ Uninstalling a component
e Searching for a component
¢ Manual Component management
e Zowe core components
e Zowe z/OS extensions
Advanced Application Framework Configuration
e Accessing ZSS
* Configuration file
e app-server configuration
e zss configuration
* Configuring the framework as a Mediation Layer client
e Setting up terminal app plugins
e Setting up the TN3270 mainframe terminal app plugin
» Setting up the VT Terminal app plugin
* Network configuration
e Port configuration
e IP configuration
e Native TLS
e AT-TLS
e AT-TLS Rule Suggestions
e Native TLS
* Configuration Directories
¢ App plugin configuration
* Logging configuration
» Enabling tracing
e Log files
+ Retaining logs
» Controlling the logging location



e ZSS configuration

ZSS 64 or 31 bit modes

e Verifying which ZSS mode is in use

+ Verifying which ZSS mode plugins support
o Setting ZSS 64 bit or 31 bit mode

e Customizing ZSS session duration

* Using multiple ZIS instances

* Controlling access to apps

Enabling RBAC
Controlling app access for all users
Controlling app access for individual users

* Controlling access to dataservices

Creating authorization profiles
Creating generic authorization profiles
Configuring basic authorization
Endpoint URL length limitations

e Customizing Security Plugins

* Administering the servers and plugins using an API

Session duration and expiration

¢ Managing Cluster Mode for app-server

To turn the cluster mode on
To turn the cluster mode off

Installing Zowe client-side components
Configuring z/OSMF

+ Obtaining z/OSMF installation and configuration materials

+ Installing and configuring z/ OSMF

¢ Selecting and configuring your z/OSMF plug-ins
Configuring z/OSMF Security

e Configuring z/OS REST services SAF security

¢ Configuring z/OS console REST interface

+ Configuring z/OS data set and file REST interface
¢ Configuring z/OSMF plug-in security

Installing Zowe CLI
e About Zowe CLI
e Zowe CLI quick start

* Getting the most from Zowe CLI
e Contributing to Zowe CLI

¢ Zowe CLI community resources

¢ Community resources
Zowe CLI installation checklist

¢ Preparing for installation

* Installing Zowe CLI and Zowe CLI plug-ins

e Configuring Zowe CLI

Zowe CLI system requirements

+ Client-side requirements

Node.js
npm
Secure credential storage



e Plug-in client requirements
* Host-side requirements
e IBM z/OSMF
e Plug-in services
e Zowe CLI on z/OS is not supported
¢ Free disk space
Zowe CLI plug-ins software requirements
Configuring your PC to install from an online registry by proxy
Installing Zowe CLI and Zowe CLI plug-ins
+ Installing Zowe CLI and Zowe CLI plug-ins from a local package
* Installing Zowe CLI and Zowe CLI plug-ins from an npm online registry
¢ Other installation options
e Installing Zowe CLI on z/Linux
» Installing with secure credential storage
e Installing without secure credential storage
e Installing Zowe CLI on a USS system, or an OS without secure credential storage
¢ Next steps
Configuring secure credential storage on headless Linux operating systems
* Headless Linux operating systems
e Requirements for headless Linux operating systems
e Unlocking the keyring manually
» Unlocking the keyring automatically
e Zz/Linux operating systems
e Configuring z/Linux
e Configuring RHEL V7.X
Configuring Zowe CLI where secure credential storage is not available
* Team configuration
* Stopping automatic storage of prompted values
Updating Zowe CLI and Zowe CLI plug-ins
+ Identifying the currently installed version of Zowe CLI and Zowe CLI plug-ins
* Updating to the Zowe CLI V3 Long-term Support (v3-Its) version
e Updating from an npm online registry
e Updating from a local package
e Updating or reverting Zowe CLI and Zowe CLI plug-ins to a specific version
e Updating or reverting from an npm online registry
e Updating or reverting from a local package
¢ Next steps
Configuring Zowe CLI environment variables
o Setting the Zowe CLI home directory
e Setting a shared plug-in directory
* Setting CLI log levels
¢ Setting CLI daemon mode properties
* Showing secure values
¢ Using Zowe CLI with a proxy
Configuring an environment variables file
¢ How .zowe.env.json works
* Creating the configuration file
* Using daemon mode



Initializing team configuration
* Creating a global team configuration file
¢ Creating team plug-in profiles
+ Connecting profiles to API Mediation Layer
Configuring daemon mode
¢ Preparing for installation
+ Enabling daemon mode
* Restarting daemon mode
¢ Changes that require daemon mode restart
+ Disabling daemon mode
Configuring daemon mode on z/Linux operating systems
Verifying your Zowe CLI installation
* Testing connections to z/OSMF
e Connecting to z/OSM without a profile
e Connecting to z/OSMF with a default profile
e Connecting to z/OSM with a specific profile
» Troubleshooting Zowe CLI connection
¢ Accessing Zowe CLI help
» Viewing top level Zowe CLI help
Uninstalling Zowe CLI and Zowe CLI plug-ins
Installing Zowe Explorer
* About Zowe Explorer
* Installing and configuring
* Getting the most out of Zowe Explorer
* Contributing to Zowe Explorer
e Zowe Explorer community resources
¢ Community resources
Zowe Explorer installation checklist
¢ Preparing for installation
* Installing Zowe Explorer
* Configuring Zowe Explorer
Zowe Explorer system requirements
* Client side requirements
» Operating systems
e Integrated development environments:
e Server side requirements
Installing and updating Zowe Explorer
* Installing Zowe Explorer
e Installing from VS Code Extensions
e Installing from a VSIX file
¢ Changing the installed version of Zowe Explorer
* Preventing automatic updates to retain a specific version
« Installing Zowe Explorer extensions
e Installing from VS Code Extensions
» Installing Zowe Explorer Extension for FTP from a VSIX file
+ Updating Zowe Explorer and Zowe Explorer extensions
Installing Zowe Explorer extensions
e Zowe Explorer CICS Extension system requirements



e Client side requirements
e Server side requirements
e Zowe Explorer FTP Extension system requirements
e Client side requirements
e Server side requirements
Installing Zowe Explorer CICS Extension
+ Installation methods
» Installing from Visual Studio Code Extensions
e Installing from a VSIX file
Zowe Explorer FTP Extension
* Installing
Creating Zowe Explorer profiles
+ Configuring Zowe profiles
» Creating team configuration files
e Managing profiles
» Example profiles configuration
* Using base profiles and tokens with existing profiles
e Accessing services through API ML using SSO
e Logging out of API ML using SSO
Configuring Zowe Explorer
* Modifying creation settings for data sets, USS files, and jobs
* Modifying REST timeout settings
* Modifying pagination options for data sets
+ Modifying the Secure Credentials Enabled setting
o Setting confirmation requirements for submitting jobs
* Modifying level of detail included in logs
* Modifying the default sort order for data sets and jobs
 Examples
Verifying your Zowe Explorer installation
* Using your profile to search data sets
Uninstalling Zowe Explorer
+ Uninstalling the Zowe Explorer VS Code extension
* Uninstalling Zowe Explorer CICS Extension
* Uninstalling Zowe Explorer FTP Extension
Prerequisites
Installing the plug-in
¢ Installing inside Intelli] IDEA
+ Downloading binaries
* Downloading binaries from JetBrains Marketplace page
e Downloading binaries from GitHub Releases
e Downloading binaries from GitHub Actions
* Installing binaries
Configuring the plug-in
¢ Creating z/OSMF connection
» Creating the connection using the plug-in's connection configurations
e Creating the connection using Zowe Config v2
Zowe SDKs installation
+ Fundamentals



+ SDK documentation
* SDK software requirements and dependencies
e Java SDK
e Kotlin SDK
e Node.js
e Python SDK technical preview
* Installing a Zowe Client SDK
» Installing an SDK from an online registry
¢ Installing an SDK from a local package
Zowe Chat (Technical Preview)
* Deployment diagram
System requirements
¢ Linux system requirements
* Node.js
¢ Zowe CLI (Optional)
¢ 7/0OS system requirements
e z/OSMF
* Network requirements
e Ports
e Connectivity Requirements
* Chat Tool Requirements
Configuring chat platforms
e Mattermost
e Microsoft Teams
e Slack
Configuring Mattermost
Installing Mattermost chat platform server
* Installing
¢ Next steps
Creating administrator account and Mattermost team
Creating the bot account
¢ Next steps
Inviting the created bot to your Mattermost team
¢ Next steps
Inviting the created bot to your Mattermost channel
Enabling insecure outgoing connections for mouse navigation
Configuring Microsoft Teams
Creating Microsoft Teams bot app with Developer Portal
Creating a bot for Microsoft Teams bot app
Creating a bot with Microsoft Bot Framework
Creating a bot with Microsoft Azure
Configuring messaging endpoint for Microsoft Teams
Configuring messaging endpoint for the Microsoft Bot Framework bot
Configuring messaging endpoint for the Microsoft Azure bot
Configuring Slack
Creating a new Slack App
Configuring the Slack App
Connecting to Slack using Socket mode



Connecting to Slack using public HTTP endpoint
Installing the Slack App
Adding your bot user to your Slack channel
* Mention your bot user directly
¢ Use the channel link
Installing Zowe Chat
¢ Prerequisites
* Installing
Configuring Zowe Chat
* Zowe Chat server configuration
* Zowe Chat z/OSMF endpoint configuration
¢ Chat tool configuration
Configuring Zowe Chat with Mattermost
* Prerequisite
+ Configuring Mattermost
Configuring Zowe Chat with Microsoft Teams
e Prerequisite
¢ Configuring Microsoft Teams
Configuring Zowe Chat with Slack
¢ Prerequisite
* Configuring Slack
Starting and stopping Zowe Chat
¢ Starting Zowe Chat
¢ Stopping Zowe Chat
Uninstalling Zowe Chat
Using Zowe
¢ Zowe server-side components
e Zowe client-side components
e Explore available plug-ins
e Incubator components
Using Zowe Desktop
* Enabling Server Components for the Desktop
+ Navigating the Zowe Desktop
» Accessing the Zowe Desktop
¢ Alternative Desktop access
e Logging in and out of the Zowe Desktop
e Changing user password
¢ Updating an expired password
e Pinning applications to the task bar
e Open application in new tab
+ Keyboard shortcuts
» Changing application elements size
e Personalizing the Desktop
e Changing the desktop language
e Zowe Desktop application plugins
e VT Terminal
e API Catalog
» Editor



e JES Explorer
e |IP Explorer
e MVS Explorer
e USS Explorer
Using the Editor
e Specifying a highlighting language
¢ Open a dataset
* Deleting a file or folder
¢ Opening a directory
* Creating a new directory
* Creating a new file
* Keyboard shortcuts
Using the 3270 Terminal
* Keyboard shortcuts
+ Key sequences
» Default key sequences
» Syntax of the JSON
e Example
Using Zowe APl Mediation Layer
¢ APl Mediation Layer Use Cases
¢ Using Single Sign On (SS0O)
e Using multi-factor authentication
e API Routing
e Learning more about APIs
* Administrating APIs
¢ Using the Caching Service
e Using API Catalog
» Additional use case when using APl Mediation Layer
Information roadmap for Zowe APl Mediation Layer
+ Fundamentals
* Installing
+ Configuring and updating
* Using Zowe APl Mediation Layer
e Onboarding APIs
e Security
¢ Contributing to Zowe API Mediation Layer
¢ Troubleshooting and support
¢ Community resources
Using Zowe API ML Single Sign On
e Zowe API ML client
e API service accessed via Zowe API ML
» Existing services that cannot be modified
e Further resources
Authenticating with a JSON Web Token (JWT)
* JWT-based Login Flow and Request/Response Format
¢ Obtaining a JWT
* Making an authenticated request
» Allow the API client to pass the JWT as a cookie header



e Pass the JWT in the Authorization: Bearer header
* Validating JWTs
¢ Refreshing the JWT
+ Token format
Authenticating with client certificates
+ Configure your z/OS system to support client certificate authentication for specific users
+ Validate the client certificate functionality
* Java sample application
« How the Gateway resolves authentication
Authenticating with a Personal Access Token
e User APIs
e Generate a token
e Validate a token
» Invalidate a specific token
e Invalidate all tokens
e Security Administrator APIs
» Invalidate all tokens for a user
e Invalidate all tokens for a service
e Evict non-relevant tokens and rules
* Using the Personal Access Token to authenticate
Authenticating with OIDC
¢ Usage
¢ Authentication Flow
+ Workflow description between OICD participants
e Prerequisites
e OIDC provider prerequisites
e ESM configuration prerequisites
e Parameters in the ESM commands
¢ API ML OIDC configuration
e OIDC client configuration
» OIDC resource server configuration
+ Troubleshooting
e API ML fails to validate the OIDC access token with the Distributed Identity Provider
» The access token validation fails with HTTP error
Using multi-factor authentication (MFA)
* Prerequisite
¢ Known Limitations and Recommendations
¢ Unintentional Reuse of MFA Token
* No Notification when Additional Input is Required
e Token Expiration when Stored in the Authorization Dialog in "Try it out"
Routing requests to REST APIs
* Terminology
+ Basic Routing
e API ML Routing to the Versioned service
* Implementation details for routing
e Zowe architecture with high availability enablement on Sysplex
* API Versioning
* Guidelines



Routing with WebSockets
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Security and Authentication
Subprotocols

High availability

Idle Timeout

Diagnostics

Limitations

Using GraphQL APIs

Difference between GraphQL APIs and traditional REST APIs
Routing to GraphQL example

How GraphQL Works

Key Concepts of GraphQL

Displaying GraphQL in API Catalog

Multitenancy Configuration

Overview of API MLs

Multitenancy component enablement settings

Onboarding a Gateway service in one domain to the Discovery service of APl ML in another domain
e Dynamic configuration via zowe.yaml

* Dynamic configuration via Environment variables

e Validating successful configuration

Establishing a trust relationship between the API MLs

e Commands to establish trust between the API MLs

Using the /registry endpoint in the Central Cloud Gateway

+ Configuration for /registry

e Authentication for /registry

e Authorization with /registry

* Requests with /registry

e Response with /registry

e Response with /registry{apimlid}

e Response with GET /gateway/api/v1/registry/{apimlld}?apild={apild}&serviceld={serviceld}
Validating successful configuration with /registry

Troubleshooting multitenancy configuration

e ZWESG100W

Obtaining Information about API Services

Using API ID in API ML to locate APIs in different instances
Protecting Service Information

Using APl Endpoints

¢ Obtaining Information about a Specific Service

e Obtaining Information about All Services

e Obtaining Information about All Services with a Specific API ID
e Response Format

Using Swagger "Try it out" in the API Catalog

Make a request

Using Swagger Code Snippets in the API Catalog

Generate the code snippets

Using Static API services refresh in the API Catalog
Onboarding a REST API service with the YAML Wizard

Onboarding your REST service with the Wizard



¢ Using the Caching Service
* Architecture
* Storage methods
e Infinispan (recommended)
e VSAM (deprecated)
e Redis
e InMemory
* How to start the Service
¢ Methods to use the Caching Service API
+ Configuration properties
e Authentication
e Direct calls
e Routed calls through APl Gateway
* Viewing Service Information and APl Documentation in the API Catalog
¢ Changing an expired password via APl Catalog
e Updating user password
e SMF records
+ Configure the main Zowe server to issue SMF records
e SMF record configurable parameters
e Configure rauditx parameters
¢ Using Zowe CLI
e Supported platforms
e CPU architecture
¢ Operating systems
e Package/resource managers
e Zowe CLI authentication methods

Order of precedence

» Checking availability of authentication
Using basic authentication

Using a token for Single Sign-On (SSO)

» Logging in with username and password
e Logging in with a client certificate

L]

e Logging out

e Accessing a service through APl ML
+ Specifying a base path with Zowe team configuration
e Specifying a base path with Zowe V1 profiles

Using client certificates
¢ Using multi-factor authentication (MFA)

+ Displaying help

* Top-level help
¢ Group, action, and object help
* Launching local web help
* Viewing web help in other ways
¢ How command precedence works
e Command precedence in action
¢ Understanding core command groups
e auth
* config



« daemon
¢ plugins
e provisioning
e z0s-console
* zos-files
e ZO0s-jobs
e zos-logs
e z0s-ssh
e 70s-tso
* zos-workflows
e zosmf
e Issuing your first command
e Team configurations
* Types of configuration files
e Zowe CLI profile types
* Updating secure credentials
* Benefits of team configuration
« Editing team configurations
* Adding, modifying team profiles
¢ Available service profile types
¢ Core z/OS service profiles
e Zowe CLI plug-in service profiles
* Profile properties
e base
e ca’
e cCics
e db2
e dbm-db2
¢ dbm-db2-options
e endevor
e endevor-location
e ims
e jclcheck
e mat
° mq
e omspool
e omview
e 0OpS
e pma
e rse
e ssh
e sysview
e sysview-format
e tso
o Zzftp
e zosmf
+ Creating profiles
* Accessing LPARs that contain services that share the same credentials



* Accessing LPARs that contain services that do not share the same credentials
* Accessing LPARs that access services through one APl Mediation Layer
¢ Accessing LPARs that access services through one APl Mediation Layer using certificate authentication
¢ Accessing services through multiple APl ML gateways
Sharing team configuration
¢ Network drive
* Project repository and web server
Initializing user configuration
* Creating user profiles
How Zowe CLI uses configurations
¢ Learning the terminology
 How configuration files and profiles work together
* Using a profile found in multiple configuration files
* Using multiple properties found in multiple profiles
Managing credential security
* Secure credential storage
+ Configuring secure properties
¢ Updating secure properties
* Setting secure properties programmatically
Storing properties automatically
Integrating API ML with Zowe CLI
* How token management works
e Logging in with username and password
e Logging in with a client certificate
» Logging out
+ Specifying a base profile
e Accessing a service through API ML
* Specifying a base path with Zowe team configuration
e Specifying a base path with Zowe V1 profiles
e Accessing multiple services with SSO
» Accessing services through SSO and a service not through API ML
e Accessing services through SSO and a service through API ML but not SSO
Working with certificates
* Configure certificates signed by a Certificate Authority (CA)
+ Extend trusted certificates on client
* Bypass certificate requirement
Using environment variables
e Store credentials securely in CI/CD pipelines
Formatting environment variables
e« Examples of transformed CLI options
Setting environment variables in an automation server
Using the prompt feature
e Enabling a one-time prompt
e Always prompting for a particular option
Writing scripts
¢ Sample script library
e Example: Clean up Temporary Data Sets
» Example: Submit Jobs and Save Spool Output



Using a z/0S attributes file
* What is a .zosattributes file
¢ Using a .zosattributes file with Zowe CLI
e .zosattributes file location
¢ Using a .zosattributes file with Zowe Explorer for VS Code
¢ Creating a .zosattributes file
Zowe CLI plug-ins
Installing Zowe CLI plug-ins
« Installing plug-ins from an online registry
* Installing plug-ins from a local package
* Validating plug-ins
¢ Updating plug-ins
e Update plug-ins from an online registry
» Update plug-ins from a local package
¢ Uninstall Plug-ins
IBM® CICS® Plug-in for Zowe CLI
e Use cases
« Commands
* Software requirements
e Installing
* Creating a user profile
e Creating plug-in profiles using a configuration file
¢ Creating a CICS profile with a command
e Creating a CICS profile manually
IBM® Db2® Database Plug-in for Zowe CLI
e Use cases
¢ Using commands
* Software requirements
+ Installing
e Installing from an online registry
» Installing from a local package
e Downloading the ODBC driver
« Installing Xcode on MacOS
* Installing the plug-in
+ Addressing the license requirement
e Server-side license
» Client-side license
¢ Creating a user profile
e Creating plug-in profiles using a configuration file
e Creating a Db2 profile with a command
e Creating a Db2 profile manually
IBM® z/OS FTP Plug-in for Zowe CLI
e Use cases
¢ Using commands
* Software requirements
+ Installing
* Creating a user profile
» Creating plug-in profiles using a configuration file



e Creating an FTP profile with a command
* Creating an FTP profile manually
e Issuing test commands
IBM® MQ Plug-in for Zowe CLI
¢ Use cases
e Using IBM MQ plug-in commands
+ Software requirements
* Installing
+ Creating a user profile
e Creating plug-in profiles using a configuration file
* Creating an MQ profile with a command
e Creating an MQ profile manually
IDF Plug-in for Zowe CLI
e Use case
¢ Commands
* Software requirements

e Installing

* Using
e CSV Format
e Output

Using Zowe Explorer
* Using Zowe Explorer in remote environments
¢ Credentials in Zowe Explorer
¢ Preventing Zowe Explorer from storing credentials
» Disabling Secure Credential Storage of credentials
e Zowe Explorer V2 and V3
Managing and using profiles
e Profiles
e Managing a profile
e Deleting a profile
» Hiding a profile
+ Configuration files
e Using configurations across VS Code multi-root workspaces
» Using a single project configuration
e Using multiple project configurations
Zowe Explorer authentication methods
+ Using basic authentication
* Using tokens
» Using a token to log in with Single Sign-On (SSO)
¢ Using a token to log in to a specific service
¢ Logging out to invalidate your token
e Using client certificates
¢ Multi-factor authentication (MFA) support
Usage tips
* Data sets, USS, and jobs persistence settings
+ Identify syntax errors with a syntax highlighter
* Configure the detected language of a file or data set
e Multi-select functionality



Access resources with virtual workspaces

+ Working with data sets

L]

Viewing and accessing multiple profiles simultaneously
Viewing data sets and using multiple filters

Viewing data sets with member filters

Refreshing the list of data sets

Renaming data sets

Copying data set members

Editing and uploading a data set member

Uploading a local file to a data set

Comparing data set members

Preventing merge conflicts

Creating data sets and specifying parameters

Creating data sets and data set members

Deleting a data set member and a data set

Viewing data set, member attributes

Filtering partitioned data set members

e Filtering all partitioned data set members under a specific profile
» Filtering members for a single partitioned data set
Sorting partitioned data set members

e Sorting all partitioned data set members under a specific profile
e Sorting members for a single partitioned data set
Submitting a JCL

Submitting a local file as JCL

Allocate like

Open selected text as data set

e Data sets table view
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Using the data sets table view
¢ Opening from the Data Sets tree
e Opening from the Command Palette
Table view layouts
o Data sets layout
e Members layout
Managing data sets and members
¢ Using the context menu
e Opening data sets and members
e Pinning and unpinning rows
e Pinning a row
* Unpinning a row
e Navigating PDS members
+ Focusing on a PDS
e Returning to the parent view
¢ Using tree mode (hierarchical view)
Advanced features
e Sorting options
e Bulk operations
Keyboard shortcuts

* Working with USS files



+ Viewing and accessing multiple USS profiles simultaneously
* Viewing Unix System Services (USS) files
* Dragging and dropping USS files
+ Refreshing the list of files
* Renaming USS files
+ Copying and pasting USS folders and files
+« Downloading, editing, and uploading existing USS files
* Uploading a local file to a USS directory
¢ Comparing USS files
* Creating and deleting USS files and directories
» Creating a directory
e Creating a file
e Deleting a file
» Deleting a directory
Working with jobs
+ Viewing job spool output
* Viewing job contents
¢ Creating a job search filter
+ Downloading spool content
e Downloading spool files from a job
¢« Downloading a single spool file
* Sorting jobs
¢ Polling a spool file
+ Defining a default interval for polling spool files
e Polling a spool file at set intervals
+ Stopping spool file polling
+ Polling a spool file manually
e Configuring the keyboard shortcut for manual polling
Jobs table view
* Using the jobs table view
* Opening from the Jobs tree
* Table view layout
* Managing jobs
» Using the context menu
e Bulk job operations
+ Downloading jobs
¢ Canceling jobs
¢ Deleting jobs
¢ Advanced features
e Sorting and filtering
« Table navigation
e Dynamic title updates
e Integration with Jobs tree view
* Keyboard shortcuts
Working with commands
e Issuing MVS commands
¢ Issuing SSH commands
e Issuing TSO commands



Using Zowe Explorer CICS Extension

e Features

Usage tips

e Multi-select functionality

* Refreshing the resources view

Managing Zowe Explorer CICS Extension profiles
* Using Zowe team configuration

* Updating profiles

¢ Hiding and unhiding profiles

¢ Deleting profiles

Using CICS resources

* Showing and filtering resources in a region

* Showing and filtering resources in a plex

* Showing and filtering resources in an 'All' resource tree
* Showing attributes

+ Enabling and disabling

* New copy and phase in

¢ Opening and closing local files

Overriding untrusted TLS certificates

e Updating the CICS profile with Zowe Explorer
+ Updating the CICS profile manually

Using Zowe Explorer FTP Extension

e Using

* Creating an FTP profile with Zowe Explorer
Supported functionality

e Supported data set functionalities

e Supported USS functionalities

e Supported jobs functionalities

Using Zowe Explorer plug-in for Intelli] IDEA

* What can | do using the plug-in for Intelli] IDEA?
e Who is the plug-in for Intelli) IDEA intended for?
Working with plug-in's settings

* Batch amount to show per fetch

* Enable auto-sync with mainframe

Working with plug-in's Working Sets

e The concept

e Files Working Set

¢ JES Working Set

Working with z/OS data sets

* Allocating a data set

+ Working with z/OS PS data sets

* Working with z/OS PDS / PDS/E data sets

¢ "Allocate Like" feature

e "Submit Job" feature

e Sort a data sets mask

Working with USS Files

¢ Basic operations

* Working with permissions



Working with files encoding
Sort a USS path

Copying and moving data using the plug-in

Copy and move: the same system

e Copy and move: a data set member copy and move examples

e Copy and move: a PS data set to a PDS member copy example

¢ Copy and move: a USS file to a USS folder move example

e Copy and move: a PDS / PDS/E member to a USS folder copy example

e Copy and move: a PDS / PDS/E data set to a USS folder move example

e Copy and move: a USS file to a PDS / PDS/E data set move example
Cross-system copy and move

¢ Copy and move: a PDS / PDS/E data set to a USS path cross-system copy example
Downloading USS files and folders and z/OS data sets and members

» Download feature: a USS file download as a copy operation

Uploading files to a USS subsystem and z/OS data sets

e Upload feature: a file to a PDS / PDS/E member upload as a copy operation
Current limitations

Working with JES Explorer
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Creating a jobs filter

Viewing a job status

Viewing job spool files and job's run logs
View and edit job's JCL code

Purge a job

Sort jobs

Working with TSO console

Creating a TSO Session
Creating a TSO Console

Using Zowe SDKs

L]

SDK documentation

Software requirements

e Java SDK

¢ Node.js SDK

e Python SDK

Getting started

e Install Java SDK from an online registry

e Install Node.js SDK from an online registry
e Install Python SDK from an online registry
e Install Node.js and Python SDKs from a local package
Using

e Using - Java

¢ Using - Node.js

e Using Python

e Using Kotlin

e Using Java

Using Zowe Chat
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Mouse navigation
Interacting through commands
e Zowe Chat commands



e Zowe CLI commands
* Providing feedback and contributing
e Zowe CLI
e Chatting with the Zowe CLI community
e Filing an issue for Zowe CLI
e Zowe Explorer
e Chatting with the Zowe Explorer community
e Filing an issue for Zowe Explorer and Zowe Explorer extensions
e Zowe Explorer plug-in for Intelli] IDEA
e Chatting with the Zowe Explorer plug-in for Intelli) IDEA community
» Filing an issue for Zowe Explorer plug-in for Intelli] IDEA
e Zowe Client SDKs
e Chatting with the Zowe Client SDKs community
» Filing an issue for Zowe Client Java SDK
e Filing an issue for Zowe Client Kotlin SDK
e Filing an issue for Zowe Client Node.js SDK
» Filing an issue for Zowe Client Python SDK technical preview
e Zowe Chat technical preview
e Chatting with the Zowe Chat community
e Filing an issue for Zowe Chat
e Extending Zowe
+ Extending the server side
e Extending Zowe APl Mediation Layer
e Developing for Zowe Application Framework
* Extending the client side
e Extend Zowe CLI
+ Extend Zowe Explorer
e Add a plug-in to the Zowe Desktop
¢ Sample extensions
e« Sample Zowe APl and API Catalog onboarded service
» Sample Zowe Desktop extension
¢ Zowe Conformance Program
¢ Introduction
* How to participate
* How to suggest updates to the Zowe conformance program
» Packaging z/OS extensions
e Zowe server component package format
* Packaging default YAML properties
e Server component schemas
¢ Requirements
+ Additional information
e Example
e Example manifest
e« Example schema
« Validation
« Component package registries
¢ Registry examples
» |Installing an extension



Upgrading an extension
Uninstalling extensions
Searching for extensions

Configuring zwe to use a registry

Using multiple registries

Setting up a registry

npm

Making your own handler

Handler code

Component Packaging Requirements

npm

Additional resources

Zowe server component runtime lifecycle

Zowe runtime lifecycle

Zowe component runtime lifecycle

Validate
Configure
Start

Creating and adding Zowe extension containers
1. Build and publish an extension image to a registry

2. Define Deployment or Job object

3. Start your component
Zowe Containerization Conformance Criteria

Image

Base Image

Multi-CPU Architecture
Image Label

Tag

Files and Directories
User zowe

Multi-Stage Build

Runtime

General rules

Persistent Volume(s)

Files and Directories

ConfigMap and Secrets

ompzowe/zowe-launch-scripts Image and initContainers
Command Override

Environment Variables

Cl/CD

Build, Test and Release

Onboarding Overview

Prerequisites

Service Onboarding Guides

Recommended guides for services using Java
Recommended guides for services using Node.js
Recommended guides for services using Python

Guides for Static Onboarding and Direct Call Onboarding
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+« Documentation for legacy enablers

Verify successful onboarding to APl ML

« \Verifying service discovery through Discovery Service
+ \Verifying service discovery through the API Catalog
Sample REST API Service

Managing certificates in Zowe APl Mediation Layer

Running on localhost
» How to start API ML on localhost with full HTTPS
¢ Certificate management guide
* Generate a certificate for a new service on localhost
» Add a service with an existing certificate to API ML on localhost
e Service registration to Discovery Service on localhost
Zowe runtime on z/0S
» Import the local CA certificate to your browser
¢ Generate a keystore and truststore for a new service on z/0S
* Add a service with an existing certificate to APl ML on z/0OS
e Procedure if the service is not trusted
Truststore and keystore or SAF keyring
e API ML truststore and keystore
e API ML SAF Keyring

Quick Start for Development
Deploying APl Mediation Layer locally

General information
Dummy Authentication Provider

Libraries for onboarding APIs to Zowe API ML
Onboarding an API service with the Plain Java Enabler (PJE)

Introduction
Onboarding your REST or GraphQL service with APl ML
Prerequisites
Configuring your project
» Gradle build automation system
¢ Maven build automation system
Configuring your service
e Service identification
¢ Administrative endpoints
e APl info
e API routing information
e API Catalog information
e Authentication parameters
e API Security
e SAF Keyring configuration
e Eureka Discovery Service
o Custom Metadata
Registering your service with APl ML
Validating the discoverability of your API service by the Discovery Service
Troubleshooting
+ Log messages during registration problems

API Mediation Layer onboarding configuration



* Introduction
* Configuring a REST service for APl ML onboarding
+ Plain Java Enabler service onboarding API
+ Automatic initialization of the onboarding configuration by a single method call
* Validating successful onboarding with APl Mediation Layer
¢ Loading YAML configuration files
+ Loading a single YAML configuration file
* Loading and merging two YAML configuration files
Onboarding a Spring Boot based REST API Service
* Qutline of onboarding a REST service using Spring Boot
* Configuring your project
e Gradle build automation system
e Maven build automation system
* Configuring your Spring Boot based service to onboard with API ML
e« Sample API ML Onboarding Configuration
e Authentication properties
e API ML Onboarding Configuration Sample
e SAF Keyring configuration
e Custom Metadata
e Registering and unregistering your service with APl ML
¢ Unregistering your service with APl ML
e Basic routing
¢ Adding API documentation
+ Validating the discoverability of your API service by the Discovery Service
* Troubleshooting
¢ Log messages during registration problems
Onboarding a Micronaut based REST API service
e Set up your build automation system
+ Configure the Micronaut application
e Add APl ML configuration
* Add Micronaut configuration
e (Optional) Set up logging configuration
* Validate successful registration
Onboarding a Node.js based REST API service
* Introduction
* Onboarding your Node.js service with APl ML
¢ Prerequisites
+ Installing the npm dependency
* Configuring your service
¢ Registering your service with APl ML
+ Validating the discoverability of your API service by the Discovery Service
Onboarding a Python based REST API service
¢ Introduction
¢ Prerequisites
* Installing the Python dependency
+ Configuring your service
* Registering your service with API ML
+ Validating the discoverability of your API service by the Discovery Service



Onboarding a REST or GraphQL API without code changes required
+ Identify the APIs that you want to expose
¢ Define your service and APl in YAML format
 Route your API
o Customize configuration parameters
* Add and validate the definition in the API Mediation Layer running on your machine
* Add a definition in the API Mediation Layer in the Zowe runtime
e (Optional) Check the log of the API Mediation Layer
+ (Optional) Reload the services definition after the update when the APl Mediation Layer is already started
Optional features to use with onboarded APIs
Using APl Mediation Layer Message Service
¢ Message Definition
+ Creating a message
* Mapping a message
e APl ML Logger
Customizing Metadata (optional)
API ML Routing Overview
+ Basic Routing
* Deployments
e Making a GET call to a service through single instance of APl ML
e A GET call to a service with a single version on a single instance
e A GET call to a service with multiple versions on a single instance
e GET calls to multiple instances of a service
e A GET call to a service through multiple APl Mediation Layer Instances
+ Same LPAR Multiple API Mediation Layer Instances
« Different LPAR Multiple APl Mediation Layer Instances
+ Advanced Configuration
Understanding service routing through the Gateway
* Routing with versioning
* Routing without versioning
Routing Websocket based APIs
+ Configure the service for Websockets
Creating an Extension for APl ML
+ Call the REST endpoint for validation
Implementing a new SAF IDT provider
* How to create a SAF IDT provider
* How to integrate your extension with APl ML
¢ How to use the SAF IDT provider
* How to use an existing SAF IDT provider
Single Sign On Integration for Extenders
* Accepting JWT
e Accepting SAF IDT
e Accepting PassTickets
* Bypassing authentication for the service
* Accepting client certificates via x509 scheme
e Accepting z/OSMF LTPA token
* Forwarding x509 client certificate
» API ML Gateway Requirements



+ Downstream service requirements
e ZAAS Client
¢ Pre-requisites
¢ APl Documentation
e Obtain a JWT token (login)
+ Validate and get details from the token (query)
« Validate the OIDC token (validateQidc)
* Invalidate a JWT token (logout)
¢ Obtain a PassTicket (passTicket)
* Getting Started (Step by Step Instructions)
» Advanced Server Configuration
* Configuration file
* Environment variables (app-server only)
e Parameter details
+ Configuration directories
+ Directories example
» App configuration
¢ Plug-ins directory example
» Logging configuration
e ZSS Configuration
e Connecting ZSS to App Server
e Zowe Application Framework overview
e How Zowe Application Framework works
+ Tutorials
e Samples
e Sample Iframe App
e Sample Angular App
» Sample React App
e User Browser Workshop Starter App
¢ Plug-ins definition and structure
¢ pluginDefinition.json
* Application Plugin filesystem structure
* Root files and directories
e Dev and source content
e nodeServer
+ webClient
e Runtime content
e lib
e web
+ Packaging applications as compressed files
e Default user configuration
e App-to-App Communication
e Documentation
* Location of Plugin files
e pluginsDir directory
* Application Dataservices
* Application Configuration Data
Building plugin apps



* Building web content
* Building app server content
¢ Building zss server content
* Tagging plugin files on z/OS
* Building Javascript content (*.js files)
* Installing
* Packaging
» Installing Plugins
* By filesystem
e Adding/Installing
 Removing
+ Upgrading
e Modifying without server restart (Exercise to the reader)
¢« By REST API
e Plugin management during development
« Installing
* Removing
« Embedding plugins
* How to interact with embedded plugin
 How to destroy embedded plugin
+ How to style a container for the embedded plugin
* Applications that use embedding
e Dataservices
+ Defining dataservices
e Schema
¢ Defining Java dataservices
e Prerequisites
» Defining Java dataservices
e Defining Java Application Server libraries
e Java dataservice logging
» Java dataservice limitations
* Using dataservices with RBAC
¢ Dataservice APIs
e Router-based dataservices
e« HTTP/REST Router dataservices
e WebSocket Router dataservices
e Router dataservice context
¢ Router storage API
e ZSS based dataservices
e HTTP/REST ZSS dataservices
e ZSS dataservice context and structs
e ZSS storage API
« Documenting dataservices
¢ Authentication API
+ Handlers
e Handler installation
e Handler configuration
e Handler context



¢ Handler capabilities
e Examples

e High availability (HA)
REST API

e Check status
Authenticate

User not authenticated or not authorized
* Not authenticated

+ Not authorized

* Refresh status

e Logout

+ Password changes

Internationalizing applications

Internationalizing Angular applications
Internationalizing React applications
Internationalizing application desktop titles

Zowe Desktop and window management
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Loading and presenting application plug-ins
Plug-in management
Application management
Windows and Viewports
Viewport Manager
Injection Manager

e Plug-in definition

e Logger

* Launch Metadata

e Viewport Events

e Window Events

e Window Actions
Framework APl examples

Configuration Dataservice

Resource Scope
REST API
e REST query parameters
e REST HTTP methods

e GET

e PUT

o DELETE
» Administrative access and group
Application API
Internal and bootstrapping
Packaging Defaults
Plug-in definition
Aggregation policies
Examples

URI Broker

Accessing the URI Broker
* Natively:



In an iframe:

Functions

Accessing an application plug-in's dataservices

¢ HTTP Dataservice URI

* Websocket Dataservice URI

Accessing application plug-in's configuration resources
+ Standard configuration access

» Scoped configuration access

Accessing static content

Accessing the application plug-in's root

Server queries

¢ Accessing a list of plug-ins

+ Application-to-application communication

L]

Why use application-to-application communication?

Actions

Action target modes
Action types
Loading actions
App2App via URL

¢ Samples
Dynamically

Saved on system

Recognizers

Recognition clauses

Loading Recognizers at runtime
e Dynamically

e Saved on system
Recognizer example

Dispatcher

Registry

Pulling it all together in an example

Configuring IFrame communication
Error reporting Ul

ZluxPopupManagerService

ZluxErrorSeverity

ErrorReportStruct

Implementation

Declaration
Usage
HTML

Logging utility

Logging objects

Logger IDs

Accessing logger objects

Logger

e App Server

e Web
Component logger



e App Server

Logger API
Component Logger API

Log Levels

Logging verbosity

Configuring logging verbosity
e Server startup logging configuration

Using log message IDs

Message ID logging examples

Developing for Zowe CLI

How to contribute

Getting started

Contribution guidelines
Plug-in development overview

e Imperative CLI Framework documentation

Tutorials

Setting up your development environment

Prerequisites

Initial setup

Clone and build your project
Optional step: Run automated tests

Next steps

Installing the sample plug-in

L]
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Installing the sample plug-in to Zowe CLI

Viewing the installed plug-in
Using the installed plug-in
Testing the installed plug-in

Next steps
Extending a plug-in

Overview

Creating a Typescript interface for the Typicode response data

Creating a programmatic API

e Exporting the interface and programmatic API for other Node.js applications
Verify that you can build the programmatic API

Creating a command definition

* Defining the syntax of your command

¢ Adding a command to a command group

Creating a command handler

Verify that you can build your plug-in

Using the installed plug-in
Summary

Next steps

Developing a new Zowe CLI plug-in

Overview

Setting up the new sample plug-in project
Updating package.json

Adjusting Imperative CLI Framework configuration
Adding third-party packages



* Creating a Node.js client-side API
¢ Building your plug-in source
¢ Creating a Zowe CLI command
¢ Trying your command
* Bringing together new tools
¢ Next steps
Implementing profiles in a plug-in
* Editing the plug-in definition file
Authentication mechanisms
+ Default order of precedence
Creating plug-in lifecycle actions
* Implementing lifecyle actions
Extending Zowe Explorer
Information roadmap for Zowe Client SDKs
¢ Troubleshooting and support
« Community resources
Developing for Zowe SDKs
¢ Contributing to Zowe Client SDKs
« Community resources
Troubleshooting Zowe
* How to start troubleshooting
* Known problems and solutions
e Troubleshooting Zowe server-side components
e Troubleshooting Zowe client-side components
* \Verifying a Zowe release's integrity
* Understanding the Zowe release
Understanding Zowe release versions
e Zowe releases
e Major release
« Conformance programs
e SMP/E builds
e Minor release
e Patch
Checking your Zowe version release number
e Server side
e Using other commands
¢ Using the manifest file
+ C(Client side
e Zowe CLI
e Zowe CLI plug-ins
e Zowe Explorer for Visual Studio Code
e Zowe Explorer for Visual Studio Code Extensions
e Zowe Explorer plug-in for Intelli) IDEA
Gathering Information for Support or Troubleshooting
e Describe your environment
e Tips on gathering this information
e 2/0OS release level
e Zowe version



* Describe your issue
* Provide the logs
e Enabling debugging and tracing
* Screenshots
Verify Zowe runtime directory
Troubleshooting Kubernetes environments
e ISSUE: Deployment and ReplicaSet failed to create pod
e |SSUE: Failed to create services
Diagnosing Return Codes
Troubleshooting certificate configuration
e PKCS12 server keystore generation fails in Java 8 SR7FP15, SR7 FP16, and SR7 FP20
+ Eureka request failed when using entrusted signed z/OSMF certificate
e Zowe startup fails with empty password field in the keyring setup
+ Certificate error when using both an external certificate and Single Sign-On to deploy Zowe
+ Browser unable to connect due to a CIPHER error
* API Components unable to handshake
* Java z/OS components of Zowe unable to read certificates from keyring
* Java z/OS components of Zowe cannot load the certificate private key pair from the keyring
* Exception thrown when reading SAF keyring {ZWEDO0148E}
¢ ZWEAMA4O0OE Error initializing SSL Context when using Java 11
* Failed to load JCERACFKS keyring when using Java 11
Troubleshooting startup of Zowe z/OS components
* How to check if ZWESLSTC startup is successful
e Check the startup of APl Mediation Layer
e Check the startup of Zowe Desktop
e Check the startup of Zowe System Services
Troubleshooting Zowe API Mediation Layer
* Install API ML without Certificate Setup
+ Enable API ML Debug Mode
¢ Change the Log Level of Individual Code Components
e Gather atypical debug information
* Services that are not running appear to be running
¢ Debug and Fix Common Problems with SSL/TLS Setup
* SDSF Job search fails
* Known Issues with APl ML
e Error messages from TCP/IP
e API ML stops accepting connections after z/OS TCP/IP stack is recycled
e API ML throws I/O error on GET request and cannot connect to other services
e SEC0002 error when logging in to API Catalog
» Connection refused
+ Configure z/OSMF
e Missing z/OSMF host name in subject alternative names
e Secure fix
* Insecure fix
e Invalid z/OSMF host name in subject alternative names
e Request a new certificate
* Re-create the Zowe keystore
Error Message Codes



API mediation utility messages
e ZWEAMOOOI
o ZWEAMOO1I
APl mediation common messages
« ZWEAO102E
e ZWEAO104W
e ZWEAO105W
« ZWEAO106W
« ZWEAO400E
e ZWEAOA401E
« ZWEAO402E
e ZWEAO404E
e ZWEAOA405E
« ZWEAOA415E
e ZWEAOS5O0OE
e ZWEAOS5O03E
Common service core messages
e ZWEAM100E
« ZWEAM101E
« ZWEAM102E
e ZWEAM103E
e ZWEAM104E
« ZWEAG120E
e ZWEAG140E
« ZWEAGI141E
« ZWEAMA400E
e ZWEAM500W
e ZWEAM501W
e ZWEAMS502E
e ZWEAMS503E
« ZWEAMS504E
e ZWEAMS505E
e ZWEAM506E
« ZWEAMS507E
e ZWEAMS508E
e ZWEAM509E
« ZWEAMS510E
e ZWEAMS511E
e ZWEAM600W
« ZWEAM700E
e ZWEAM701E
Security common messages
« ZWEAT100E
e ZWEAT103E
« ZWEAT403E
e ZWEAT409E
e ZWEAT410E
« ZWEAT411E



o ZWEAT412E
« ZWEAT413E
» ZWEAT414E
e ZWEAT415E
« ZWEAT416E
e ZWEAT500E
e ZWEAT501E
» ZWEAT502E
e ZWEAT503E
e ZWEAT504E
« ZWEAT601E
e ZWEAT602E
« ZWEAT603E
» ZWEAT604E
e ZWEAT605E
« ZWEAT606E
» ZWEAT608E
e ZWEAT609W
« ZWEAT610E
Security client messages
e ZWEASI100E
« ZWEASI101E
e ZWEASI103E
« ZWEAS104E
« ZWEAS105E
e ZWEAS120E
e ZWEASI121E
» ZWEAS123E
e ZWEAS130E
e ZWEAS131E
ZAAS client messages
e ZWEASI100E
e ZWEAS120E
» ZWEASI121E
e ZWEASI122E
« ZWEAS170E
e ZWEAS400E
« ZWEAS401E
« ZWEAS404E
e ZWEAS417E
« ZWEAS130E
» ZWEAS500E
e ZWEAS501E
e ZWEAS502E
» ZWEAS503E
e ZWEAS504E
Discovery service messages
» ZWEADA400E



« ZWEAD4O01E
e ZWEAD700W
e ZWEAD701E
e ZWEAD702W
e ZWEAD703E
e ZWEAD704E
+ Gateway service messages
e ZWEAGI111E
e ZWEAG501E
e ZWEAG701E
e ZWEAG702E
e ZWEAG717E
e ZWEAG718E
e ZWEAG719I
e ZWEAGI101E
e ZWEAGI105E
e ZWEAGI167E
e ZWEAM400E
e ZWEAT403E
e ZWEAG510E
e ZWESG100W
e ZWESGIO01E
e ZWESG429E
* API Catalog messages
e ZWEAC100W
e ZWEAC101E
e ZWEAC102E
e ZWEAC103E
e ZWEAC104E
e ZWEAC105W
e ZWEAC106E
e ZWEAC700E
e ZWEAC701W
e ZWEAC702E
e ZWEAC703E
e ZWEAC704E
e ZWEAC705W
« ZWEAC706E
e ZWEAC707E
e ZWEAC708E
e ZWEAC709E
+ Troubleshooting Zowe Application Framework
+ Desktop apps fail to load
+ NODEJSAPP disables immediately
e Cannot log in to the Zowe Desktop
e ZSS server unable to communicate with ZIS
e Application Framework unable to communicate with zssServer
» Slow performance of the VT terminal on SSH



e Application Framework unable to communicate with APl Mediation Layer
Server startup problem ret=1115

Server error EACCESS on z/os

Application plug-in not in Zowe Desktop

Error: You must specify MVD_DESKTOP_DIR in your environment

Error: Exception thrown when reading SAF keyring {ZWEDO148E}

Warning: Problem making eureka request { Error: connect ECONNREFUSED }
Warning: Zowe extensions access to ZSS security endpoints fail

Fail when launching MVS, USS, and JES Explorers

Gathering information to troubleshoot Zowe Application Framework

Basic information

Javascript console output

Raising a Zowe Application Framework issue on GitHub
Enabling tracing

L]

Basic debugging
Advanced debugging for App Server
Advanced debugging for ZSS

App-server Return Codes

App-server Error Message Codes

App-server informational messages
e ZWEDO0020I
« ZWEDO0021lI
e ZWEDO0022I
e ZWEDO0023I
« ZWEDO0024I
e ZWEDO0O025I
e ZWEDO0026I
« ZWEDO0027I
e ZWEDO0028I
e« ZWEDO0029I
» ZWEDO0031l
e ZWEDO0O033I
« ZWEDO0O36I
» ZWEDO0037I
« ZWEDO0O038I
« ZWEDO0039I
e ZWEDO0040I
e ZWEDO0041I
« ZWEDO0042|
e ZWEDO0043I
e ZWEDO0044l
« ZWEDO0O045I
e ZWEDO0O046I
e ZWEDO0047I
« ZWEDO00438I
e« ZWEDO0O049I
« ZWEDO0O5OI
« ZWEDO0052I



ZWEDO0O053I
ZWEDO0054I
ZWEDOO055I
ZWEDO0O056I
ZWEDO0O059I
ZWEDO0062I
ZWEDO0064I
ZWEDO0O066I
ZWEDO0O067I
ZWEDOO070I
ZWEDO0072I
ZWEDO0086I
ZWEDO0087I
ZWEDO0090I
ZWEDO0O091I
ZWEDO0092I
ZWEDO0093I
ZWEDO00941
ZWEDOO095I
ZWEDO0096I
ZWEDO0109I
ZWEDO0110I
ZWEDO111l
ZWEDO0112I
ZWEDO0114l
ZWEDO0115I
ZWEDO116l
ZWEDO0117I
ZWEDO0118lI
ZWEDO1109I
ZWEDO0120I
ZWEDO0124l
ZWEDO0125I
ZWEDO0129I
ZWEDO0130I
ZWEDO0154l
ZWEDO0158I
ZWEDO159E
ZWEDO0160I
ZWEDO0205I
ZWEDO0211lI
ZWEDO0212I
ZWEDO0213I
ZWEDO02141
ZWEDO0287I
ZWEDO0290I
ZWEDO02921
ZWEDO0294l



e ZWEDO0295I
« ZWEDO0299I
e ZWEDO0300I
e ZWEDO0301I
« ZWEDO0302I
App-server warning messages
e ZWEDO0004W
« ZWEDOOO6W
e ZWEDOOO7W
« ZWEDOOO8W
« ZWEDOO13W
e ZWEDO0014W
e ZWEDOO15W
« ZWEDOO16W
e ZWEDO0017W
e ZWEDOO18W
» ZWEDOO19W
e ZWEDO0020W
e ZWEDO0021W
e ZWEDO0027W
e ZWEDO0028W
e ZWEDO029W
e ZWEDOO30W
e ZWEDO032W
e ZWEDOO33W
e ZWEDO0034W
e ZWEDOO35W
« ZWEDOO36W
e ZWEDOO37W
e ZWEDOO38W
« ZWEDOO39W
e ZWEDOO40W
e ZWEDO0O041W
» ZWEDO0042W
e ZWEDO0043W
e ZWEDO0044W
» ZWEDO0045W
« ZWEDO0046W
« ZWEDO0048W
e ZWEDOO49W"
e ZWEDO051W
e ZWEDO052W
e ZWEDOO53W
e ZWEDO0054W
« ZWEDOO55W
e ZWEDOO56W
e ZWEDOO57W
« ZWEDOO58W



ZWEDO059W
ZWEDOO60OW
ZWEDO061W
ZWEDO0062W
ZWEDO063W
ZWEDO0064W
ZWEDO065W
ZWEDOO66W
ZWEDO068W
ZWEDO069W
ZWEDOO70W
ZWEDOO71W
ZWEDO072W
ZWEDOO73W
ZWEDO074W
ZWEDOO75W
ZWEDOO76W
ZWEDOO77W
ZWEDO078W
ZWEDOO79W
ZWEDO0O8OW
ZWEDO0081W
ZWEDO0082W
ZWEDO083W
ZWEDO0084W
ZWEDOO085W
ZWEDO0086W
ZWEDO087W
ZWEDO146W
ZWEDO0148W
ZWEDO0149W
ZWEDO150W
ZWEDO151W
ZWEDO152W
ZWEDO153W
ZWEDO0154W
ZWEDO155W
ZWEDO156W
ZWEDO157W
ZWEDO0158W
ZWEDO159W
ZWEDOl166W
ZWEDO167W
ZWEDO168W
ZWEDO169W
ZWEDO170W
ZWEDO171W
ZWEDO172W



e ZWEDO173W
e ZWEDO0174W
e ZWEDO175W
e ZWEDO177W
e ZWEDO178W
e« ZWEDO179W
App-server error messages
« ZWEDOOOLE
« ZWEDOOO2E
« ZWEDOOO3E
e ZWEDOOO4E
« ZWEDOOO5SE
e ZWEDOOOGE
« ZWEDOOO7E
« ZWEDOOOS8E
« ZWEDOOO9E
« ZWEDOO10E
« ZWEDOO11lE
« ZWEDOO12E
« ZWEDOO13E
« ZWEDOO14E
« ZWEDOO15E
« ZWEDOO16E
« ZWEDOO17E
« ZWEDOO18E
« ZWEDOO19E
« ZWEDOO20E
« ZWEDOO21E
e ZWEDOO22E
e ZWEDOO023E
« ZWEDO0O024E
e ZWEDOO25E
« ZWEDOO26E
« ZWEDOO27E
« ZWEDOO28E
« ZWEDOO38E
e ZWEDOO39E
« ZWEDOO40E
« ZWEDOO41E
e ZWEDOO42E
« ZWEDOO43E
« ZWEDOO44E
e ZWEDOO45E
« ZWEDOO46E
« ZWEDOO47E
e ZWEDOO49E
e ZWEDOO50E
« ZWEDOO5S1E



« ZWEDOOS52E
e ZWEDOO53E
« ZWEDO11l1lE
e ZWEDO0112E
e ZWEDO113E
e ZWEDO011l4E
e ZWEDO115E
« ZWEDO145E
e ZWEDO0146E
e ZWEDO0147E
« ZWEDO0148E
e ZWEDO0149E
e ZWEDO150E
« ZWEDO151E
e ZWEDO0152E
e ZWEDO153E
« ZWEDO154E
e ZWEDO155E
e ZWEDO156E
« ZWEDO157E
e ZWEDO158E
e ZSS Error Message Codes
e 7SS informational messages
e ZWES1007I
e ZWES1008I
e ZWES1010I
e ZWES1013lI
e ZWES1014l
e ZWES1035I
e ZWES1038I
e ZWES1039I
e ZWES1061l
e ZWES1063I
« ZWES1064I
e ZWES1100I
e ZWES1101l
e ZWES1102I
« ZWES1600I
e ZWES1601l
e ZSS error messages
e ZWES1001E
e ZWES1002E
e ZWES1006E
e ZWES1011E
« ZWES1016E
e ZWES1017E
e ZWES1020E
e ZWES1021E



e ZWES1022E
e ZWES1034E
e ZWES1036E
e ZWES1037E
e ZWES1065E
e ZWES1500E
e ZSS warning messages
e ZWES1000W
e ZWES1004W
e ZWES1005W
e ZWES1009W
e ZWES1012W
e ZWES1060W
e ZWES1103W
e ZWES1200W
e ZWES1201W
e ZWES1202W
e ZWES1103W
e ZWES1200W
e ZWES1202W
e ZWES1400W
e ZWES1401W
e ZWES1402W
e ZWES1403W
e ZWES1404W
e ZWES1406W
e ZWES1407W
e ZWES1408W
e ZWES1409W
e ZWES1410W
e ZWES1411W
e ZWES1412W
e ZWES1413W
e ZWES1414W
e ZWES1415W
e ZWES1416W
e ZWES1417W
e ZWES1418W
e ZWES1419W
e ZWES1602W
e ZWES1603W
e ZWES1604W
e ZWES1605W
e ZWES1606W
e ZIS Error Message Codes
e ZIS cross-memory server messages

e ZWES0001l

e ZWES0002I



e ZWES0003I

« ZWESO0004I

e ZWESOO0O5E
e ZWESO006E
« ZWESOOO7E
e ZWESOO008E
e ZWESOO009E
« ZWESOO10E
e ZWESOO011E
e ZWES0012|

» ZWESOO013E
e ZWESO0014E
e ZWESOO15E
» ZWESO0O016I

e ZWESO0017W
e ZWESO0018W
» ZWESO019W
e ZWESO0020E
e ZWESOO021E
e ZWES0098I

e ZWES0099I
ZIS Auxiliary Server messages
e« ZWES0050I

e ZWES0051I
 ZWES0052I

e ZWESOO053E
e ZWESO054E
» ZWESOO55E
e ZWESOO056E
e ZWESOO57E
» ZWESOO58E
e ZWESOO059E
« ZWESOO60E
» ZWESOO61E
e ZWESO0062E
« ZWESOO63E
e ZWES0064W
e ZWES0065W
« ZWESOO66E
e ZWESO067E
e ZWES0068W
« ZWESO069W
e ZWES0070I

e ZWESO0071l

« ZWESO0072I

e ZWES0073I

e ZWESO0074W
» ZWESO075W



e ZWESO076W
e ZWESO077W
» ZWESO0078I

e ZWES0079I

« ZWES0080I

e ZWESOOS81E
e ZWES0082W
Core Cross-memaory server messages
« ZWES0100I

e ZWESO0101l

« ZWESO0102E
e ZWES0103lI

e ZWES0104I

« ZWESO0105I

e ZWESO0106E
e ZWES0107I

« ZWES0108W
e ZWESO0109I

e ZWESO110E
e ZWESO111l

e ZWESO112E
e ZWESO0113|

» ZWESO0114|

e ZWESO115E
e ZWESO116E
e ZWESO11l7E
e ZWESO118E
e« ZWES0200I

e ZWESO0201E
e ZWES0202E
« ZWESO0203E
e ZWES0204E
e ZWESO0205E
» ZWES0206E
e ZWESO0207E
e ZWES0208E
» ZWESO0209E
e ZWES0210W
e ZWESO0211E
e ZWESO0212E
e ZWESO0213E
e ZWESO0214E
e ZWESO0215E
e ZWESO0216E
e ZWESO0217E
e ZWESO0218E
e ZWES0219E
» ZWES0220I



e ZWES0221l
e ZWES0222I
o ZWES0223I
e ZWES0224W
e ZWES0225W
o ZWES0226W
e ZWES0227W
e ZWES0228W
e ZWES0229W
e ZWES0230W
e ZWESO0231E
e ZWES0232E
e ZWES0233E
e ZWES0234E
e ZWESO0235E
e ZWES0236E
e ZWES0237E
e ZWES0238E
e ZWESO0239E
o ZWES0240W
e ZWESO0241E
e ZWES0242W
o ZWES0243W
e ZWES0244E
e ZWES0245E
o ZWES0246E
e ZWES0247W
e ZWES0248W
e ZWES0249E
e ZWESO0250E
e ZWES0251lI
e ZWES0252I
e ZWES0253I
e ZWES0254W
e ZWESO0255E
« ZWES0256I
o ZWESO0257W
ZIS Dynamic Linkage Base plug-in messages
« ZWES0700I
e ZWESO0701l
e ZWESO0702E
e ZWESO0703E
e ZWES0704I
e ZWESO0705I
e ZWESO0706E
e ZWESO0707I
e ZWESO0708I
e ZWESO0710I



e ZWESO0711l
e ZWESO0712W
e ZWESO0713W
e ZWESOQ714E
* Troubleshooting Zowe Launcher
* Enabling Zowe Launcher Debug Mode
* Troubleshooting port validation
» Resolving port validation failures
¢ Error Message Codes
* Zowe Launcher informational messages
e ZWELOOO1I
e ZWELOO0O2I
e ZWELOOO3I
e ZWELOOOA4I
e ZWELOOOSI
e ZWELOOOGI
e ZWELOOO7I
e ZWELOOOSI
e ZWELOOO9I
e ZWELOO1O0I
e ZWELOO11I
e ZWELOO12I
e ZWELOO13I
e ZWELOO14I
e ZWELOO15I
e ZWELOO16I
e ZWELOO17I
e ZWELOO18I
e ZWELOO19I
e ZWELOO21I
e ZWELOO022I
e ZWELOO023I
e ZWELOO024I
e ZWELOO025I
e ZWELOO58I
e ZWELOOG9I
e Zowe Launcher error messages
e ZWELOO26E
e ZWELOO27E
e ZWELOO28E
e ZWELOO29E
e ZWELOO3OE
e ZWELOO31E
e ZWELOO32E
e ZWELOO33E
e ZWELOO34E
e ZWELOO35E
e ZWELOO36E



e ZWELOO37E

e ZWELOO38E

e ZWELOO39E

e ZWELOO40E

e ZWELOO41E

e ZWELOO42E

e ZWELOO43E

e ZWELOO44E

e ZWELOO45E

e ZWELOO46E

e ZWELOO47E

e ZWELOO48E

e ZWELOO49E

e ZWELOOS50E

e ZWELOOS5S5E

e ZWELOO56E

e ZWELOO57E

e ZWELOO59E

e ZWELOOG6OE

e ZWELOO61E

e ZWELOOG2E

e ZWELOOG4E

e ZWELOOG65E

e ZWELOOG67E

e ZWELOOGSE

e ZWELOO70E

e ZWELOO71E

e ZWELOO72E

e ZWELOO73E

e ZWELOO74E
e Zowe Launcher warning messages

e ZWELOO51W

e ZWELOO52W

e ZWELOO53W

e ZWELOO54W

e ZWELOOG3W

e ZWELOOG66W
Troubleshooting Zowe CLI
* When there is a problem

e Applicable environments

¢ Reaching out for support

» Resolving the problem
Gathering information to troubleshoot Zowe CLI
* Generating a working environment report
* Finding configuration file properties and locations
* Finding configuration file locations
¢ Finding property values used by a Zowe command
Using individual commands for Zowe CLI troubleshooting



+ Identify the currently installed CLI version
+ Identify the currently installed versions of plug-ins
e Environment variables
e Loglevels
e CLI daemon mode
¢ Home directory
¢ Home directory structure
e Location and types of logs
¢ Node.js and npm
e npm configuration
« npm log files
Using cURL to troubleshoot Zowe CLI
+ Installing cURL
¢ Understanding cURL commands
e --location
e --request <APl method>
» "https://<host>:<port>/<API>"
e --header "X-CSRF-ZOSMF-HEADER;"
e --insecure
e --user "<ID>:<PASSWORD>"
¢ Comparing commands
e 7/OSMF Info API
¢ Submitting the cURL command:
¢ Submitting the Zowe CLI command:
e 7/OSMF Files API
¢ Submitting the cURL command:
¢ Submitting the Zowe CLI command:
e 7z/OSMF Jobs API
¢ Submitting the cURL command:
e Submitting the Zowe CLI command:
z/OSMF troubleshooting
+ Alternate methods
Troubleshooting Zowe CLI credentials
e Secure credentials
¢ Authentication mechanisms
e PEM certificate files
Known Zowe CLI issues
« Zowe commands fail with secure credential errors
¢ Chain commands fail in a batch script
¢ Command not found message displays when issuing npm install commands
e EACCESS error when issuing npm install command
* Installation fails on Oracle Linux 6
¢ Node.js commands do not respond as expected
* npm install -g command fails due to an EPERM error
* Paths converting in Git Bash
¢ Sudo syntax required to complete some installations
+ Missing data set search results with --mainframe-search option
o Error message with PowerShell scripts



Raising a CLI issue on GitHub
* Raising a bug report
* Raising an enhancement report
Troubleshooting Zowe CLI plug-ins
* When there is a problem
e Error codes
¢ Reaching out for support
IBM Db2 Database Plug-in troubleshooting
¢ Incompatible glibc version
+ ODBC driver install failure
e Timeout error
e Unpacking error
Troubleshooting Zowe Explorer
* Before reaching out for support
* Connection issues with Zowe Explorer
* Resolving invalid profiles
e Missing write access to VS Code extensions folder
¢ Common issues with Zowe Explorer table view
+ Table does not load
e Slow performance with large number of results
« Data set table view: members view shows no data
* Jobs table view: action buttons are disabled
Known Zowe Explorer issues
+ Bidirectional languages
o Client certificate support
« Data Set creation error
* Opening binary files error
¢ Visual Studio Code mainframe connection error
Known Zowe Explorer limitations
+ Data set pagination and descending sort for PDS members
e Limitation
e Workarounds
* Mismatched credentials when using Zowe Explorer and Zowe CLI
e Limitation
e Workaround
Raising a Zowe Explorer issue on GitHub
* Raising a bug report
¢ Submitting a feature request
Troubleshooting Zowe Explorer plug-in for Intelli] IDEA
* Troubleshooting Intelli) IDEA platform issues
* Troubleshooting the plug-in
Troubleshooting Zowe Chat
¢ Check the chatServer.log
+ Raising a Zowe Chat issue on GitHub
* Contacting support via Slack
Contributing to Zowe
* Report bugs and enhancements
e Fix issues



* Send a Pull Request
* Report security issues
e Contribution guidelines
¢ Promote Zowe
* Helpful resources
Code categories
¢ Programming languages
 Component-specific guidelines and tutorials
General code style guidelines
¢ Whitespaces
* Naming Conventions
e Functions and methods
e Variables
Pull requests guidelines
Documentation Guidelines
* Contributing to external documentation
« Component Categories
e Server Core
e Server Security
e Microservices
¢ Zowe Desktop Applications
e Web Framework
e CLI Plugins
e Core CLI Imperative CLI Framework
* Programming Languages
e Typescript
e Java
e C
Ul Guidelines
* Introduction
e Clear
+ Consistent
e Smart
Colors
¢ Color palette
e Light theme
e Dark theme
+ Color contrast | WCAG AA standards
Typography
* Typeface
+ Font weight
* Body copy
e Line scale
¢ Line-height
« Embed font
¢ Import font
¢ Specify in CSS
Grid



12 column grid
Gutters
Columns

Margins

Iconography

Application icon

L]

General rules

Shape, size, and composition
Colors and shades

Verify the contrast

Use the Zowe palette
Layer Shadows

Use the long shadow for consistency.
Contributing to Zowe Documentation
Before You Get Started

Getting started checklist

The Zowe documentation repository

Sending a GitHub Pull Request

Opening an issue for Zowe documentation
Documentation style guide

Headings and titles

Use sentence-style capitalization for headings

For tasks and procedures, use gerunds for headings

For conceptual and reference information, use noun phrases for headings
Use headline-style capitalization for only these items

Technical elements

Variables

Message text and prompts to the user

Code and code examples

Command names, and names of macros, programs, and utilities that you can type as commands
Interface controls

Directory names

File names, file extensions, and script names

Search or query terms

Citations that are not links

Tone

Use simple present tense rather than future or past tense, as much as possible

Use simple past tense if past tense is needed

Use active voice as much as possible

Using second person such as "you" instead of first person such as "we" and "our"
End sentences with prepositions selectively

Avoid anthropomorphism

Avoid complex sentences that overuse punctuation such as commas and semicolons.

Release notes

Word usage and punctuation

Admonitions
Use of "following"
Use a consistent style for referring to version numbers



e Avoid "may"
+ Use "issue" when you want to say "run"/"enter" a command
e Use of slashes
¢ Punctuation in lists
e Punctuation in numbered lists
e Abbreviations
+ Do not use an abbreviation as a noun unless the sentence makes sense when you substitute the spelled-out
form of the term
e Do not use abbreviations as verbs
+ Do not use Latin abbreviations
* Spell out the full name and its abbreviation when the word appears for the first time. Use abbreviations in
the texts that follow
e Structure and format
» Word usage
¢ Zowe CLI command reference guide
e Zowe YAML server configuration file reference
» High-level overview of YAML configuration file
e Extract sharable configuration out of zowe.yaml
e Creating portable references
e Configuration override - defaults.yaml
e Configuration override - inside zowe.yaml|
* YAML configurations - certificate
e YAML configurations - zowe
+ Directories
e Zowe Job
e« Domain and port to access Zowe
+ Extra environment variables
o Certificate
e Launcher and launch scripts
e Setup
* YAML configurations - java
e YAML configurations - node
e YAML configurations - zOSMF
* YAML configurations - components
¢ Configure component gateway
+ Configure component discovery
¢ Configure component api-catalog
¢ Configure component Caching Service
« Configure component app-server
¢ Configure component zss
¢ Configure external extension
* YAML configurations - halnstances
e Auto-generated environment variables
e Troubleshooting your YAML with the Red Hat VS Code extension
e ZWE Server Command Reference
¢ Using the zwe command
* Accessing zwe help
e zZwe



¢ Sub-commands
¢ Description
e Examples
¢ Parameters
e Errors
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e Inherited from parent command
zwe certificate keyring-jcl import-ds
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zwe certificate keyring-jcl
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zwe certificate pkcsl2 create ca
o Description



¢ Inherited from parent command
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e Inherited from parent command
zwe certificate pkcsl2 create cert
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* Inherited from parent command
zwe certificate pkcsl2 create
e Sub-commands

* Inherited from parent command
¢ Examples
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e Inherited from parent command
zwe certificate pkcsl2 export
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zwe certificate pkcs12 lock
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zwe certificate pkcs12 trust-service
o Description
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zwe certificate pkcsl2
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zwe certificate verify-service
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* Inherited from parent command
zwe components install extract
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zwe components install process-hook
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zwe components install
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* Parameters only for this command
e Parameters

e Inherited from parent command
e Errors

e Inherited from parent command
zwe components disable
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e Inherited from parent command
zwe components enable
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* Inherited from parent command
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